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Application / Site
@ Tor

& Ultrasurf
S Coralcdn
VTunnel
Kugou
Suresome
Hola
PacketiX VPN
Kproxy
Sopcast

DarkComet-RAT

QCADNPSHO W

Dropbox

VY
>4

Lync

TeamViewer
BitTorrent Protocol
Lync-sharing

uTorrent

PRaAYE®

®
Q
fo
g

Free Download Manager
@ AOL Desktop
‘, ad.adlegent.com/iframe

,’ linkuryjs.info
+« Dropbox-web download

@ LogMeln
@ digsby

&* ZumoDrive
@ AliWangWang

GoToAssist-RemoteSupport

Category

Anonymizer
Anonymizer
Anonymizer
Anonymizer

P2P File Sharing
Anonymizer
Anonymizer
Anonymizer
Anonymizer

P2P File Sharing
Remote Administration
File Storage and Sharing
Remote Administration
Instant Messaging
Remote Administration
P2P File Sharing

Instant Messaging

P2P File Sharing

Instant Messaging
Download Manager
Anonymizer

Spam

Spam

File Storage and Sharing
Remote Administration
Instant Messaging

File Storage and Sharing
File Storage and Sharing

>
k]
©
2
(%]
ZN

Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical

Critical

Number of Users

35

w
w

P R P N W NN RN

3573
1573
118
182
113
93

30

47

39
36
17

Traffic
149 MB
1GB

2 MB
24 MB
7 MB

1 MB
98 KB
300 KB
400 KB
350 KB
260 KB
37 GB
4GB
937 MB
831 MB
168 MB
70 MB
21 MB
26 MB
373 MB
2 MB
32 MB
85 MB
3 MB
30 MB
5 MB

3 MB

3 MB

Number of Events
228

51

45

18

15

9
4
2
2
1
1

19,443
5,733
1,144
768
464
443
327
294
257
233
228
227
193
179
166
148
140

T RBEKTE 5 R ET LS RB MY AR (10 Tor. Viunnel ) o KBEKTE 4 RRTEBARMBELT
IR B SRR AR N ATR T (0= . P2P uTorrent 3 P2P Kazaa ) . HEIE A& E B,
MEEENBAREFTREEESEN.
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4 iR XA URL
192.168.75.26 FHFS customer orders.xlsx www.ccvalidator.com
192.168.75.48 M&ERE Q4 Report - draft2.docx www.dropbox.com

192.168.125.28 TR

new_feature.C

www.java-help.com

192.168.125.10 BB

Customer List.xIsx

www.linkedin.com

192.168.125.78 HIPAA- ZRIPIIBERE R Medical File - Rachel Smith.pdf | www.healthforum.com

@i SMTP & X BIHA SRR EE M
TREW T WAXREIBRIMND B o] e B S BUREIRRI ST

WA HiRER XA B P 4 3

bella@otherBiz.com FRAFS Customer Invoices.xIsx FW, £

betty@otherBiz.com R Al Q1 2015 Goals.pdf RE. 2015 fFEit¥!
doreen@otherBiz.com | RT#H & employees.xls NaERT

zoe@otherBiz.com Salesforce B4 | Q4 sales summary.doc RE: Q4 &, HE!
jordana@otherBiz.com | /A S #rEFE New Release - draft2.docx FW; #rEfs PRERS - IB2E X! |
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gif?f568891=16091281

10.10.2.32 R AT C&C ¥t = Hy DNS & i | Operator.Conficker.bhvl zsgnmngn.net
Zi8; DNS R i%

102.168.75.22 | fi# 4 C&C #h = 9 DNS & P | Operator.Zeus.bt zsxwd.com
#i5 DNS R i

172.23.25.35 | f##fr C&C ¥ = A9 DNS & F i | Operator. BelittledCardigan.u zwoppfgnjj.com
#iH5 DNS R %%

10.100.2.33 AT C&C i = A9 DNS & Fif; | Operator. APT1.qji zychpupeyda.biz
#i55 DNS fR %%

10.1.1.22 4T C&C ¥ = A9 DNS & A | Operator.Virus.Win32. Sality.f.h zykehk.com

Z585; DNS R i%
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BRX M/ TwE T

r.openx.net/set?pid=619cb264-acb9-5a18-89ed-
c1503429¢217&rth=3105223559/basic.pdf
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lavilla.de/links.jpg

192.168.125.10
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zzoygsulaeli.com/img_cache.php
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AERBEEAmBTEMEEE
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X EERGED E# &R
0dd730ed4.pdf EIMHTE AR 102.87.2.7 www.lostartofbeingadame.
com/wpcontent/plugins/www.
fotosupload.php
guide04d88.pdf EMENXHRGED 10.23.33.24 silurian.cn/modules/mod_
R MK IER) cmsfix/fix.php
BRI MERE D)
BOMAIERIR
BOMATRLE L
S RFERE (SMTP ) RiXREEFT AESRHE
TREETHAET SMTP RAEMBE FHAP AN TETHERRMG.
Xt EHA WA £ EBERMGED
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. - o BRI A R TR SO
Notice231488.doc | 258@ ogisties® | BRFEM | @ ath ke mAEH LR
shippingoods.com mybiz.biz 52 TR R — 8 B H b
R ESUN R H
BRAGZMARGHEHE
BRRGUES—EHE
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FERE | FHE® CVE j&& * =%

Microsoft SCCM & St B ES i il (MS12-062) CVE-2012-2536 5

Joomla FEFAN M IR BT 2

A Web FRE85:E3 HTTP kX B R A 1
Illn;g%?Magick GIF &£ 40 8 Off-by-one 2/ X i (CVE-2013- CVE-2013-4298 3

Adobe Flash Player SWF X448 X it (APSB13-04) CVE-2013-0633 2

PHP php-cgi &18FF 8 S 8RR HAT CVE-2012-1823 1

- Oracle ¥ Bk %78 CREATE_TABLES SQL 3 A CVE-2007-3890 4

*CVE ( EWRRAMKE ) RE—1MEANRTEREFHR RTBREKIPSEANEZER, 15

M AEZRRREIEFERM I Z CVE D,
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~Top 5 Countries .~ Event Statistics ~~Activity Level

-Top3v

- Next Top 5 v

United Kingdom (73 events) Countries with Activity (21)
United States (54 events)
Australia (37 events)

Japan (36 events) - Others
Germany (24 events) D No Activity
h 211
\Ot ers ( events) AR ) \ y
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ADRMTXTEEMRBENNRELI, EMRTXELIY, FiRLemERMTIFAE
Bo AIREMEIERI 2 H N RIANEMHEMRT R

InREEHRE

1778 MR P4 L F PR R R 4 3 6
BRI T 0 19
L INC G ST 20
BT 0 848
EfTERRENERARFHERL

TRER TS M N AR 0] S MBS P25 A £ B im0

Source Application / Site Category App Risk

192.168.2.13 @ Tor Anonymizer B cditical
10.10.10.235 4 Ultrasurf Anonymizer B citical
192.168.2.33 S Coralcdn Anonymizer B Critical
192.168.5.66 @2 VTunnel Anonymizer B Critical
192.168.5.33 Kugou P2P File Sharing B Critical
10.10.23.235 39 Suresome Anonymizer B Critical
172.26.25.11 ¥ Hola Anonymizer B critical
10.10.22.31 & PacketiX VPN Anonymizer B Ccitical
10.10.1.235 k Kproxy Anonymizer B Critical
192.168.5.39 @ Sopcast P2P File Sharing B citical
192.168.5.37 DarkComet-RAT Remote Administration B Critical
10.23.55.33 v« Dropbox File Storage and Sharing B Critical
10.23.55.34 @ GoToAssist-RemoteSupport Remote Administration B Critical
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AL B e FERE | BEER CVE &
i RISy
102.87.2.47 102.168.75.27 | &KX Microsoft SCOM R BEIMA | o\ 00120536
(MS12-062)
192782214 | 192.168.75.58 | EA R R S SR RS R
W17
Web BRE585EE HTTP L 4B
102.84.2.220 102.168.75.58 | &K Pl
ImageMaygick GIF &340 32 Off-
192.85.2.133 192.168.75.58 | ® A by-one 2 M X 24 (CVE-2013- CVE-2013-4298
4298)
Adobe Flash Player SWF ({442
192.116.2.151 102.168.75.58 | &K B (APSB13-00) CVE-2013-0633
_ . %:\ = 4 7}%\' S
192.195.2.88 192.168.75.60 | & PHP php-cgi R R SHA CVE-2012-1823
BT
) -
192.87.2.211 192.168.86.3 = Oracle ¥R AR 55#% CREATE_ CVE-2007-3890

TABLES SQL &N
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&in =4 RiEm R

4 FHF*S
192.168.125.36

1 SN Al
192.168.75.0 5 MHEIRE
192.168.125.0 4 JERRD
192.168.86.47 4 Outlook B & - ¥
192.168.86.38 2 XEHESRES

SREBRRHSHHERLR
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TRERTAEETERHHEALZEEHMNEELHEY,

E#H B &R EERGED

192.168.86.8 Operator.Virus.Win32.Sality.f.h B4 C&C i = A9 DNS & Fum &85 DNS RS i

192.168.75.0 Operator.APT1.cji B4 C&C v = A9 DNS & Fim & e s DNS fk i

192.168.75.3 Operator.Virus.Win32. Sality. 5 C8C @i
d.dm

192.168.75.7 REP.yjide i) E B & BRI M,
RogueSoftware.Hack_Style_ N

192.168.75.10 RAT pboo 5 c&CEfE

192.168.75.13 Trojan.Win32.Agent.aaeyr.cj EENM/ RETEH
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RERKSHM

MMM FAEENTEEE. MXMZRNRGTIFNEE. SRE5BNNLT EHKESE
AR ITIER, RIFBIAN 102 MEFRELE, RNMEHE, 67 x2S, M35 ik
KA E. XEFLSEEAMKFE R 65%,
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TRETTENMNEZREGIKFE, XHIRSEE 2478 Check Point 224 M 5Bt B MR 1+
TR REFSENERILEMPAE

EH BERYE RERETRYE FEERE
ISO 27001 27 102 78%
PCI DSS 58 102 86%
HIPAA 16 102 78%
DSD 14 68 67%
GLBA 5 102 45%
NIST 800-41 22 25 85%
ISO 27002 198 102 77%
NIST 800-53 25 71 86%
CobiT 4.1 15 102 66%
REBIRFRIE 1 29 49%
Frk s STIG 30 54 87%
GPG 13 9 31 87%
NERC CIP 8 56 74%
MAS TRM 25 102 77%
SOX 15 102 66%
FIPS 200 25 71 87%
©2014 Check Point B AR BIRAE] . ARAXATE . 21
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TRERTSWRETI A EERERI,

T, Check Point % T —E&REXE, 100% 2 #EKREIZT A NAE&RE

Al = R A IR T R 7

KERIREBEE, £F 100% M RARERN TS RIELE,
LR
REHHNR RemETHRYE ReRR
R B 2 7%
IPS 4 29%
N AR RS 13 54%
EEEEIN 3 66%
IPSec VPN 16 73%
URL i3 3§ 5 87%
B K 3 35 88%
Rim%s 13 91%
J 32z 3% B e BB A 3 100%
REF 8 100%
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RS

TRETRTEANELREEGHKF, XMIRSBIIT TR Check Point &4 M < BC & FE 4+

TR EEHEENEREBEMHFE.
Nk ID & RE
s K 3 FW101 | REZERXEHRNEHREXT “Clear Rule” 0%
S FW102 | te&EGNWXE SR T it R 0%
s K 3 FW103 | ®RESNMXEFHHHIERIREE R “Prevent” 0%
B ok 3 FW105 | RESEHAEANTEXT “CXEE" BRE 0%
B K 3 FW130 | te&EZERAERNEFEXT “Stealth Rule” 0%
By K 3 FW152 | REFZHXENNEEXT “BFR” 0%
B k3% FW153 | RESEZHAERNEBEXT “&F” 0%
BikiE | FW107 | REAGIMNIEX T —MIMNIB SRS, BTFEEBIERS 0%
K 3 FW116 | REERHAEEESEAT NAT/PAT 87%
By K 3 FW146 | REEBIERNEFREX “Any Any Accept” FLIU 0%
Bk 3 FW159 | REBEET “ZEHEEERKS” 0%
B K 3 FW160 | HEE 3 RERABEHEEER 0%
Fry k3 FW161 | REBEFT “ZERHIEERKS” 0%
By k3 FW162 | &7 30 D HEHPIEERKS, 0%
BikiE | FW163 | REBFHEEERMNFMHELS 0%
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TEIS RE T SR EARNTHEEARNEN B
152 B T2 Fr 0 P i ) E B SR i A

TRET TIRBRETRANMN T E MY AR FMMSE,

Application / Site Matched Category App Risk Sources Traffic Number of Events
&”ﬁ YouTube Media Sharing [ Low 2339 413 GB 5550
-" Google Services Web Services Provider [J Low 19866 301 GB 213165
P Pandora Radio Media Sharing [ Low 737 203 GB 4402
&= FTP Protocol Network Protocols El Medium 399 186 GB 6439
“ Netflix-streaming IPTV [ Low 2 179 GB 303
48 Instagram Mobile Software [ Low 171 158 GB 1269
J downloading_garmin.com Computers/Internet - Unknown 2 129 GB 224
B:d App Store Mobile Software [] VeryLow 4 113 GB 459
-" Google Search Search Engines/Portals [] Low 128 112 GB 2401
&= SSH Protocol Network Protocols E] Medium 414 96 GB 10846
@ Windows Update Software Update [ VeryLow 3784 84 GB 47284
&) akamaihd.net Business/Economy - Unknown 13 74 GB 477
@ OpenSSH Network Utilities El Medium 248 61 GB 2197
,, Web Browsing Web Browsing - Unknown 3420 61 GB 11345
,, macromedia.com Computers/Internet - Unknown 25 50 GB 508
&) bloomingdales.com Fashion - Unknown 117 48 GB 1586
J macys.com Fashion - Unknown 296 45 GB 3453
I Netflix IPTV [ Low 1849 44 GB 5600
d update.nai.com Computers/Internet - Unknown 827 44 GB 8330
@ iTunes Media Sharing [ Low 4 44 GB 418
‘, apple.com Computers/Internet - Unknown 16 43 GB 628
! Yahoo! Services Web Services Provider El Low 7118 39 GB 26999
&= Syslog Protocol Network Protocols [ VeryLow 11 38 GB 1757
%+« Dropbox File Storage and Sharing A High 3573 37 GB 19443
n Facebook Social Networking [ Low 16512 35GB 150378
&= SMTP Protocol Network Protocols El Medium 5471 32GB 87960
d download.micosoft.com Computers/Internet - Unknown 12 30 GB 434
&, grooveshark Media Sharing [J Low 2 29 GB 176
6 iTunes-podcasts Media Sharing [J Low 55 27 GB 594
™ Gmail Email El Medium 4313 26 GB 24286
@ IAX2 Protocol Network Protocols [] Low 85 25 GB 149
m' Adobe Update Software Update [ Very Low 6326 24 GB 27764
J c.2mdn.net Web Advertisements - Unknown 6 24 GB 438
J cloudfront.net Computers/Internet - Unknown 54 24 GB 702
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FEMEAT
TRETTERTERNIEHEXMNEE 10 X LR EHE.

%5 RsE%E aRESEE %
FEAT RS 113 31.65%
Webmail 42 11.76%
IR 36 10.08%
BRSIZ /MG 35 9.80%
EZL LS 29 8.12%
pUbaR s haes 25 7.00%
i Rz FE e 15 4.20%
TRHEE 13 3.64%
M5 TR 9 2.52%
He 40 11.20%
Bit 357 100%
H3Z M E (MB)

£ TR IR P E BT ML
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